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Problem	
  

•  Individuals	
  have	
  mul+ple	
  online	
  IDs	
  	
  

•  Given:	
  a	
  set	
  of	
  IDs	
  to	
  be	
  tracked	
  (e.g.,	
  
email	
  ids)	
  

•  Task:	
  find	
  informa+on	
  about	
  people	
  
behind	
  IDs	
  across	
  networks	
  (e.g.,	
  other	
  
email	
  ids,	
  mobile#,	
  address,	
  facebook	
  
friends,	
  VoIP	
  calls)	
  



Example	
  

Given:	
  email	
  id	
  (penguin+ny@hotmail.com)	
  



Demo:	
  Example	
  

Email	
  id	
  

Web	
  
a) Name 
b) Location 

Reverse	
  Email	
  
Search	
  

People	
  
Search	
  

a) Home Address 
b) Various profiles, 

images 

Hone	
  

IP	
  

a) Name 
b) Photo Facebook 

Login 
Facebook 
Profile 
Access 

a) Email id 
b) Name 
c) Photo 
d) Demographics 
e) Interests 
f) email/chat ids 
g)  Mobile Number 

Combine	
  public	
  
&	
  private	
  profiles	
  

Analyze	
  real	
  
+me	
  IP	
  traffic	
  

Dynamically	
  
re-­‐target	
  



Challenges	
  

•  Discover:	
  
–  RegEx	
  matching	
  to	
  filter	
  relevant	
  IP	
  traffic	
  at	
  wire	
  speed	
  (Narus:40Gb/s)	
  

	
   	
  Cookie:[	
  ]+[a-­‐zA-­‐Z0-­‐9_-­‐=;?.|()]*c_user=[0-­‐9]*[a-­‐zA-­‐Z0-­‐9_-­‐=;?.|()]*lxe=email_id	
  
–  Parse	
  reconstructed	
  IP	
  session	
  for	
  private	
  informa+on	
  (tens	
  of	
  Mb/s)	
  

–  Selec+vely	
  query/crawl	
  public	
  networks	
  (tens	
  of	
  profiles/s)	
  

•  Analyze:	
  
–  Build	
  equivalence	
  classes	
  of	
  ids	
  

•  Hone:	
  
–  Feedback	
  loop	
  to	
  proac+vely:	
  

•  update	
  watchlist	
  with	
  RegExs,	
  	
  
•  re-­‐crawl	
  public	
  web	
  and	
  re-­‐target,	
  and	
  	
  
•  update	
  equivalence	
  classes	
  



Ongoing	
  work	
  

•  Algorithms	
  
–  Faster	
  RegEx	
  filtering	
  on	
  IP	
  Traffic	
  

–  Probabilis+c	
  equivalence	
  among	
  ids	
  

•  Engineering	
  
–  Javascript/flash	
  based	
  web	
  parsing	
  

•  Extend	
  func+onality	
  	
  
–  Topics/communi+es	
  to	
  watch	
  

–  Geo-­‐loca+on	
  info	
  (web,	
  mobile)	
  

•  Find	
  partners	
  



Thank	
  you!	
  


