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Problem

* Individuals have multiple online IDs

* Given: a set of IDs to be tracked (e.g.,
email ids)

e Task: find information about people
behind IDs across networks (e.g., other
email ids, mobile#, address, facebook
friends, VolIP calls)
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Example

Given: email id (penguintiny@hotmail.com)

EMAIL

Lp@ked

penguintiny@hotmail.com

GOOgle penguintiny@hotmail.com

’

penguintiny@hotmail.com

Web [# Show options...

Lookup This Hotmail Email
spokeo.com/Hotmall

Hotmail
www.Signup.Live.com  Your Email and More On-the-Go. Get Windows Live Hotmail F
Trace This @Hotmail Email
Hotmall.EmailFinder.com

Results 1 - 2 of 2 for penguintiny

Want to see owner's Name, Address, Photos and Videos? See n|

1) Type in Hotmail Email. 2) Get Owner Name, Address, & \

Q

«» # Basic Profile

Name: Penguintiny Gender: Female

Location: , , US Full Results: Available

Nishiki Kingdom BBS :: Viewing profile
Avatar, All about Feorin. Mini Penguin Tiny Tiger ...

Name Email

Username Phone BETA Business

hotmail.com. Yahoo Messenger: AIM Address: ICQ
nishiki.14 forumer.com/profile.php?mode=viewprofi

De Orilla a Orilla Franjamares » Blog Archive
emperor penguin tiny - harvard extension school - bf

de mexico. Febrero 17th, 2010 at 12:16 pm ...
www.desconexioncubana.com/blogs/fran/?p=400&

(%) Add a result - See all my SearchWil
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Suggestions:

- Make sure the words

penguintiny@hotmail.com
Enter any Email Address, example: john@example.com

penguintiny@hotmail.com

No results found for penguintiny@hotmail.com

- Try searching with other parameters.
- Try searching in other categories.
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are spelled correctly.
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Demo: Example

mVeb Reverse Email
Search
—>

a)Home Address

\

a)Name _ _
. yrossss >b)Various profiles,
b)Location | ! People | :
1 Search IMmages
! a)Email id
Email id E b)Name
H : c)Photo
one i d)Demographics
,@Name | .e)Interests
|p  Facebook b)Photo Facebook  f)eémail/chat ids
\\ Login Profile dg)Mobile Number/
Access
Combine public Analyze real Dynamically
& private profiles time IP traffic re-target

Center for Advanced Data Analysis
A Department of Homeland Security Center of Excellence

MassDAL

Massive Data Analysis I.ab



Challenges

e Discover:

— RegEx matching to filter relevant IP traffic at wire speed (Narus:40Gb/s)
Cookie:[ ]+[a-zA-Z0-9 -=;?.|()]*c_user=[0-9]*[a-zA-Z0-9_-=;?.|()]*Ixe=email_id

— Parse reconstructed IP session for private information (tens of Mb/s)

— Selectively query/crawl public networks (tens of profiles/s)

* Analyze:

— Build equivalence classes of ids

* Hone:

— Feedback loop to proactively:
* update watchlist with RegExs,
* re-crawl public web and re-target, and
e update equivalence classes
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Ongoing work

e Algorithms

— Faster RegkEx filtering on IP Traffic

— Probabilistic equivalence among ids
* Engineering

— Javascript/flash based web parsing
e Extend functionality

— Topics/communities to watch
— Geo-location info (web, mobile)

* Find partners

‘7'3 IE DA\% MassDAL

A c j Ad dl) Massive Data Analysis Lab




Thank you!
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